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Goals

• Brief overview of the radiation environment

• What b'pe of radiation effects are there?

• How are devices tested?

• Ho_ should the results be interpreted?

• How can we protect our systems?

Outline

• Environment and Effects

• Total Dose

• Single Event Upset

• Single Event Latchup

• Single Event Transient

• Antifuse and Rupture

• Protons

• Loss of Functionality

• Miscellaneous
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Environment and Effects

The Radiation Environment

Components of the Natural

Environment
• Transient

- Galactic Cosmic Rays

• Hydrogen & Heavier Ions

- Solar Pm-ticle Events

• Protons & Heavier Ions

• Trapped

- Electrons, Protons, & Heavier Ions

• Atmospheric & Terrestrial Secondaries

- Neutrons
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Total Dose

Recombination, Transport, and

Trapping of Carries
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Example TID Static Bias Board

Supports In Situ Testing

MIL-Std-883 Method 1019.5

Annealing allowed ['"i_,.,,&,:b_:,_,_,_ j

for parametric !_ _'_ _ _:_'-7-"_ _" _'_!t
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A14100AJMEC TID TEST - Room Temp Anneal
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Second Generation System -

Overview /

i "Stu "

Typical TID Run
A142,_,_IEC TIO TEST
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RT54SX16 Charge Pump Test
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RT54SXIO ChKge Pump Teat

/_nealflng Al_er 72 krad(Si)
S/N LAN2601

May 21.
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In Situ Functional Testing
RT54$Xt_MEC ZlO TEST
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TID vs. Product Lifetime
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TID Capability vs. Feature Size

Recent 0.8 and 1.0 p.m TID Results
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TID Capability vs. Feature Size
Submicron FPGA TIID Tdetance
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Shielding Effectiveness
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Dose Rate Effects on Xilirtx 0.25gm

Technoh) gy
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TID Testing Results

• 0.6011MOTP PROM Technology
- TiT) evaluation performed on XQRI701L

- devioe parametric shifts affected decoder speed

- field oxide leakage determined TID of 60krads

- device fully functional at end ofdose

- no data loss/gain as a result of TID

I O0°C anneal fully restored device

- room temp anneal showed no rebound

Xilinx PROM Response to TID

IORI_IL T| Rmlls

i!t .............

mln_

Xilinx PROM Response to TID

XQ1804 non-epi Total Dose

SN_ 1,2.3

o io 2o 3o 4o _



In Situ measurement of

Propagation Delay

Real-time Digittzed Input and Output Waveforms

Befoceirrtditti_ tFo= 135ns Alteraccumul=tin890krad tFv=160ns
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ASOOK050 TIO Test

Prototype Test

1 kra_(Si) 1 Hour

NASA GSFC

April 14, 2000
10cJ

= I fi=¢ 200 Invtderl _0

;°
I0 2O _ 40 50 60 7O 8O

krad(S_)

Total Dose Effectson FLASHSwitch

• Ionizing radiation discharge the floating gate

- Increase ON-state NMOS b'ansistor resistance, Increase

RC delay in line data pal_

- Increase OFF-state NNC'S sub:threshold leakage, increase

E:

RT54SX325 (Pr o(_pe) TID TEST

0 25/am, MEC

D/C 1_19- IJCT25JR31 001

t ;Cad (_')/Hour

NASNGSFC

Deoember 1, 2000

A141(30A TIO TEST

08 ;a'n, MEC

L/C UCL055- I.AN 171

1 krad (Si) / Hour

NASA/GSFC

January 24, 2001
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Single Event Upset

(SEU)

Definitions

Single Event Upset (SEU) is a change of state or

transient induced by an ionizing particle such as a

cosmic ray or proton in a device. This may" occur in

digital, analog, and optical components or may have

effects in surrounding circuitry. These are "soft" bit

errors in that a reset or rewriting of the device causes

normal behavior thereafter. A full SEU analysis

considers the system effects of an upset. For

example, a single bit flip, while not damaging to the

circuitry involved, may damage the subsystem or

system (i.e., initiating a pyrotechnic event).

Definitions

Linear Enerl_ _ Transfe r (LET) is a measure of the

energy transferred to the device per unit length as an

ionizing particle travels through a material. The

common unit is MeV-cm2/mg of material (St for

MOS devices).

LET threshold (LETI.H. ] is the minimum LET to
cause an effect. The JEDEC recommended definition

is the first effect when the particle fluence = 10 r

ionslcmL

Definitions

(Tros_ section (sigma) is the device SEE response to ionizing

radiation For an experimental test for a specific LET, sigma
= #errors./(ion fluence) The units for cross section are cm _
per device or per bit

Asvn_toti¢ or s_luratlon e_ectlon (siema_O is the

value that the cross section approaches as LET gets very
large

Sensitive volume refers to the device volume affected by

SEE-inducing radiation The geometry of the sensitive
volume is not easily known, but some information is gained
from test cross section data

Interaction of a Cosmic Ray and Silicon

Ora,.__ox'ae_I_ta_n "_.._,?:"_S°urce

[_Sii ii::::iiiiii::iiiiii::i_ii_i:: :::_AiAii::::ii::ii::::::::::ii::ii::_:.....iiiil

I_Iii II::i_i iIi .........i........i_iiI

," MOS Transistor
Energetic Charged par_cle

From Acrosp=:¢

SEE Test Setup

A Single Event Effects. :

Test Setup =

iBe_eley lUl _cb He. vy ,o=_ Cyclo,on 9 hm,_Le_'_ _ _'_]

_/| 1--N-=



Heavy Ion Testing at BNL
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Example SEE DUT Card
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Heavy Ion Testing at BNL
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Heavy Ion Testing at BNL

Cross Section versus LET Curve
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SEU X-Section vs. Feature Size

Old Technology

Act I Fam_y SEU Flip-Hop Data
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Act 2 SEU Flip-Flop Data
ro s ......

'° _ .

1o ._

TO, !

!_.f/
LET (MeV-cm_/mg)

TMR-Hardened D Flip-Flop

i

....:]]]Z]ZZZ]ZTi

_]2. - '-'%.

TMR-Hardened Flip-Flop w/Enable

1

ti_ ._.,di:.; i _" i liJi iiil;.........
SEU X-Section vs. Feature Size

Submicron Technology

SELl Respom, e o( I-brd,-_ired FlipRcps

1.0Wr_ 0.6WT_ and 0.35 ,urn

i0 •

_1o' -

i0. -

e

10vm • J*l O

• !
• v

e f' j • o_,n

|
i

I io

UMC A54_X32A 0.22 _ He_vy_ kmT_

Dl_cwOm Code- D776(I.12 WFR 1115

NA.S_Gc<k_ d Space Fright Center

BroOId_.cm f._lio_,.J Lab

v|

Io

io =o 30 _ _ eo

LS'T Oae'*t.¢ m_mg)

Figure 16 Cross section-LET curve for a commerctal

A54X_32-A. Few SELls were detected for the hardened

device at an LET >_ 60 MeV-cmZ/mg.

Figure 2. Standard master-slave flip-llo p.
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Figure 3. K-Latch schematic, simpl_ed The

asynchronous structure and interlocks elJmmate the need

for a free running clock to scrub SEUs.

P
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Figure 5. Simphfied test circuitry logzc.
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Simplex vs. TMR Reliability

zl

SRAM Switch Technology

Configuration Memory Cell

'"I
Read or Wd_ * _-- I [

Dam _ Roudn 8 Conaecfio_

Resistor De-coupling Hardened SRAM

QB --_-- Q

GNO

• Increase Internal latch delay.

• no upset when response time > recovery time,

• Poly- resistor has high temperature coefficient.

• Poly-reslstance has large process variation



XQR4036XL SEU Cross Section

From Lure

lIE,8[ ' ' " i

o °°°1
::It l

L E T [MeVcm 2/mS i

1,10J

1o. 10]

i_I03

SRAM Memory Sizes
Xillnx 4000XL Series FPGAs

20 40 6O _0 Toc

Gate C_N (k Gales]

XQR4036XL SEU Rates

I ....... I'_''I " I- I ...... _ I + I

:+ :, + '9 o ,i 5+;[+ 0._;

I';: ...... I +j?'1_' l I; 'P_+P I 'n'+'_' 1_'++ ,_+PI +;:"P'_+ I +'_;, |

I.......+.,+-.+P.,+++............"=-"...............+.°+-+,i.....++t
Yrom Lum

Virtex FPGA Static Heavy Ion SEU Sensitivity

S1_ Cr_ Se,_m ror tl_ Xlx _a't,_x X QVllt _

1 o.v_ |

1 '_r_°_ i

.+. ....t4 -t Z. S_'m -O0_

oO Ioo _oO ]00 400 _00 ,1_0 700 _oo _o [Qoo Tlr+O 1200

An upset in configuration control logic register was observed

Weibull Curve for Average POR

Heavy Ion Cross-section
(Data provided by Saab Ericuon Space)
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I -+

XQR1701L PROM

i EOP Fall . x4093



XQRI70 IL PROM

Address Fail - x4093

+,, o, :] ............................. _Y:':2_.:f._!:._?YL"_:?.')_2:..."+,._2_"._...

tk-t #l*v cm'¢mal

UT4090

• User flip-flops hardened

• [/0 flip-flops not hardened

• RAM blocks not hardened

SEU in PAL - Large X-Section

22V10C PALs- flip-flop cross-section (divide by 8 to

get per flip-flop)

edna _ a

_':_ ,+DE+,#

0 10 20 30 40 50 60 70

LET in MeV*cm2/mg

Solar Flare and SEU Rates

J.o2 0',_ C 15 lZ4 ;_._2£-4 1.1;

40 0+$ £ 15 +,¢-7 4,2¢-5 0.16

160 ll+ll $1141 2S 4Z-?

60 1_+$ $ OgllI 25 ,rdC-?

102 I'| _" 5S IS;-'/ 4.44g-{{ 1.111_-8

40 J.,a _s $ 61-6 O.T? 1./l_4

$40 1'1 B(H) $ 4fZ-6

4_' :+' $.., S('_fi $ 4_-6

Note effect of logic state on SEU Rate.

Software Support for

SEU-Hardening

• Synopsis Design Compiler

• Synplicity Synplify

• NASA-GSFC 'Macro Substitution'

• Actmap & Actgen



Single Event Latchup

(SEL)

Definitions

Sin,_le Event Latchup_(_ is a potentially

destructive condition involving parasitic circuit

elements forming a silicon controlled rectifier

(SCR). In traditional SEL, the device current may

destroy the device if not current limited and

removed "in time" A "microlatch" is a subset of

SEL v, here the device current remains below lhe

maximum specified for the device. A removal of

power to the device is required in all non-

catastrophic SEL conditions in order to recover

device operations.

Latchup Basics

• ,....t..1...._.. _

_--T-- '_",,:_ _'"_

_: _, _

.... _.:'.:.'/J .._.:--______._.__

:_ _ ....T...-._-_,"

:-----,:.::2........ i .......

¢.- ..... z.. ......

EPI Layer, Latchup, and Ion Range

................... ....,......_..

,...,...v.:...v.,, .+

...::::_:;::!:-_::: :_::_::::!-_::_:!:_:.::.:_.-_.

i._i_.:.:!i_i;_!i_?!iiii;ii_:iii!!?i!iiii_i_ii.ii;_i1ii3ii;iiiJiii_!_ii?.:_641 _m

?_!:_?:_i.._:._.::::_:_:._!?i!.!.!_!_i_!_ii!2iiii:ii??:_?!ii:i:!!ii?..!!._:N.i÷i

SEL - QL3025 0.35 !am

0'Jgl

Vital - $._V, 3-1V

Tit mi_ _ 0 _S
LET" 18,I MeV-cml/ml

10

"l'ime (Sec)

Chip Express Latchup

Comparison

Q_4530 10.8 _) Latchup Data (_;/Ns 1, 3.4 I

v_. 33v

• _ • s sv a

,o, :

o ]_ 4o so Bo _oo

t_r _ev.m _1

En'_ec_l SR._U*IElc<1,I
E_ LI_W
LET T_r_ok_ - 20 M,_V

¢m_m_ {55V}



SEL Ymtnmtr_ for AI020K A large tel of p*rL_ troll
mu_l_ple toO, were tem_d, d_ow[ng • wide rtr, ge or SEL
_.P.*|TH and latchup currenD. Some Imtchups were
dest/'ucOve wllh either higher Ice or functional fnOure.

Distribution of Peak Latchup

Currents for the AI020B (MEC)

Peak Letchup Current (mA)

Single Event Latchup

*ooo I r_l:_,,d Cummt motion

sO0 t Bear_ T_m'teOOffHer_ _ _0 mA Here

200 _ Lot P,k,m=¢_= utpt

s V_c =_svo3

"r_e tsec}

P

go

Single Event Latchup

Ion Energy Dependence

i"

,q-fc_$ m_'Ldirt tttm t

zo zs ]o _ ao

eoo.

ego-

i

o

200

SELTest Results

_OOKO50 (Pret et,_e) SEE Test

8NL, September 20_

SIN LAN3303, Run B2

Bromine

NA,S.A/GS FC

s t0

"am, (s_]

L
ts

Latchup Summary

Device Type Size/Voltage Threshold Comments

• Pre-prod. (nomlnll core) (MeV.cm=/mg)

RHiOZ0 1.0 pra / 5,0 • 74

QL24Y..32B 0.65 ttm /5.0 < 18 Destructive

RT54SXI 6t32' 0.g pm/3_ •120

A54SX32 A • 0.2 _ pm / 2.5 High

QYH530 0,8 .tam 15.0 52 One-Mark

CX2041 0.6 pat 12.5 • 37 LPGA

CX3001 0.35 Ixm 13J Low

A54SXI6" 0.35 pm 13.3 > 74

QL3025 0.35 pm /3.3 < I1 Destructive

XQR4062XL* Oj5 izm/3.3 >I00

2



Ex. SEL Detection and Clearing

Note that FP(3A have high I/O count with diodes to

Vc¢ and GND in most cases.

3



Single Event Transient

(SET)

Single Event Transient (SET)

i _lput _ ...................

Output waveform

Fraction of a nanosecond to several nanoseconds

Frecn Acrosp_:¢

1

Critical Transient Width vs Feature
Size for Unattenuated Propagation

[ , ?:??::......,,?:......
::!::

.: i i::i_ _.i_

Double Clocking As a Result of

Heavy Ion Induced Pulse

Heavy ion induced negative pulle ]

Cartoon ofcloeldlogic upset The device is most

sensitive during the transition.

Clock Upset Instrumentation

i: 1
:L.:z-'_

Cumulative Error Counts Differential Error Counts

Clock Upset Cross Section
RH1020



10m._

Frequency Dependence

of Clock Upset

,r

SET in PAL

22V10C PALs - combinational Iog4c cross-

S8 ctlona pal' device

i 1C_G_ llllR I! m 4 No upsJ, s _rv_

i t00G_ _ A LDC #2

i 100G0? .....
t00GO8 : : - _ , • . i I

0 1020304050807080

LL/q" in MeV'cm 2/rag

Driver Contention Due to CSRAM Upset

¥

.:" Swl©h 1

A

a 7- _
Switch 2

Norm =lly O_

GND

Mode 1 Transient Upset

Hoary TOn HR
"l'_nBI i ntp _jIi!

Pilled Of_4 Buffer

• Transient pulse higher than half VDC will propagate

• Q=_ ~ 0.02L _2, or LET_ - 2MeV.¢m_lmg for the worst case



Antifuse and Rupture

Antifuse Technology

ONO Antlruse

poly/ONO/N+*

Heavy as doped Poly/N÷*

Thickne#s controlled by

CVD mtride

Programg ~ 18V

Typical Toxono _ 85 A

RH 1280 Toxono = 99 A

R = 2120 - 500 oh.m_

o,41_e¢,:

: Bott_ EI_c'_

TD Amorphous Silicon Antifuse

"Panclke" Stack Between Metal 2 and 3

Deingned for 3.6V Operation in S¢! OfGat_ IrPO/

"Logic' Dev_ca Program at _ IOV

"Subllrate' Devices Program at _ 30V

Thiekneu _ 500 - I000 A

R = 20 - I00 ohms

Quicklogic ViaLink Antifuse

Anfifuse Cons'auction

Antifuse Radiation Effects

• Unprogrammed Reliability is the Key Concern
- ONO

- Amorphous Silicon (AS)

• Manufacturers:

- Actel (ONO, Silicon) FPGA

- L-M (ONO) PROM

- Pico Systems (AS) Programmable Substrate

- Quick Logic (AS) FPGA

- UTMC (AS) PAL, PROM

Gate Rupture

k,

_ s,llam

IkGnm

tllu_

klrr IM_V-cm_,_J

Comparison of Rupture Currents

R_I_O _ a_3 Ae4_s• Rul_um

vc_ = 4 r VOC LET • $$, _n_. _ 0 D_._n_

ONO Antifuse

_c

Amophous Silicon

Anti fuse Rupture



Substrate c_-Silicon Antifuse

F/A Using Liquid Crystal
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ONO Antifuse Breakdown - FA

1/
Mag = 5X K,ia8 = 20X Mag = IOOX

Heavy Ion Damage and

Failure Analysis

.. :.:::::::::::::::::::::: :_.::::::::::::::::::::::::::::::,
•: >:_.'::,:'::::'U:>:*_'_:::':'::':-:'::':_.':_-':':'.

'_.-. ::::::::::::::::::::::::::::::::::::::::::::::::::::
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M2M Antifuse Device ONO Antifuse Device

Antifuse Failure Thresholds

Antifuse Rupture Ion

Energy Dependence

AI II [.IT. 13'II/alV +|I+I I

LI_T (McV _ _ mip

Antifuse Improvements

• Decrease Electric Field Strength

- Thicker Antifuses (RH1020, RHI280)

- Low Bias Voltage (L-M PROM)

• Antifuse "Recipe"

- (RT54SX 16, RH54SX 16, RT54SX32)

• Minimize Bias Time

- (UTMC PROM)

• Reduce Sensitivity

- Differential Measurements (UTMC PROM)



Dielectric Antifuse Cross Sections

ONO AntJfuso Testing w_h IodMe (LET-IJ0)
8ia| : 55VOC

Normal Incidence

'®I r---_;,_g:,,_ u._d...d

200._0' _00,10: sae, i_, _.1o, I.:_

_u*nc* Oons/cma3

Antifuse Rupture



Protons

Proton Testin at UC Davis

Icc Damage During Proton Testing

ASIC and Antifuse FPGA

• , m *, = • • _

Note: Different scales for each run

A 1280XL Proton Results

From Lodchced-Martin/Actcl
•.* S ng:_du_ _:e_4'_old o, 36 MeV

_. C a,_ Modtf:ed $ • '_4_1 M_V

A 1280A Proton Upsets

=__

,.;,., _.- i_,:,: ¸°

_) v."



Proton Sensitivities - 195 MeV

Device Type Size/Voltage Est. X-gec Comments

(nominal core) (cm z / f-f)

AI280A 1.0 ttm / 5.0 - I37x 10 -Is 19 Parts Tested

RHI020 1.0 _tm/5.0 <2x10 ts

RHI280 0.0_m/5.0 -400 x t0 "us S-Module

QYH500 0.8 _m / 3.3 < 0.5 x 10 "Is No upsets det.

RT54SXI6 0.6 _m/3_ ~6x10 -15

QL3025 0.35 _m / 3.3 < 4 x l0 -Is No upsets deL

A54SXI6 0.35 _tm / 3.3 - 3 x 10 -t5

JT22VPI0 ? _tm / 5.0 ~ 2 x 10 al Cypress die

Virtex IrPGA Static Proton SEU Sensitivity

0a_lz

|

r

ro m _ _ _I

r • _ el_a o,h_

Configuration control logic register upset noted at 63MeV

2



Loss of Functionality

Definitions

Single Event Funct|on_! Interrupt (SEFI) is a condition

where the device stops operating in its normal mode, and

usually requires a power reset or other special sequence to

resume normal operations. It is a special case of SEU

changing an internal control signal One example would be

a DRAM entering the test mode defined by IEDEC

Another example is a microcircuit with IEEE 1149 1 JTAG

czrcultry leaving the TEST_LOGIC_RESET state and

loading an unintended instruction into the instruction

register (IR) Like other SEUs, the system effects must be

properly analyzed. For example, a FlAG upset can cause

the device to draw high currents or turn inputs into an

output The latter could, for example, drive a clock line to

ground; thus, an independent clock signal should be used t'or

the TCLK pin on devices without the optional TR.ST* pin.

FRAM Memory Functionality

Loss During Heavy Ion Test

m

DRAM Modes

DRAM Special Test and Operational Modes

This la_odard defines a scheme for controlling a aeries of spedal modm for

address multiplexed DRAM. The standaed defines the logic interface

required to enter, control, mad exit fi'om the special mode* In addition, it

defines a bmfic special te_ mode plm a series of other special test and

openl_onul modeg

TEST MODES are thee that implemeaat some trpecial test of meanlrement

fimction or algorithm designed to enhance the ability of_e Vendor or User

to determine the integrity of, or to characterize, the part.

OPERATIONAL MODES are those that alter the operational

characte6.sllcJ of the pa.a but do not interfere with it_ _nc_ion as a storage

device and are intended to be used in sy_em operation.

JEDEC 5tan d_rd No. 21_7, pase 3, 9 5-7, Rel_* 4

DRAM Refresh

Refi'esh Control ]
Row Decoder

Memop/Array

Column Decoder

DRAM Refresh

CAS_BEFORE-R.AS# ILEFRESH is a fi'equently used method of

refreshbecatme it i_ ¢a_ to use xnd often the advantage of a power

mvmg_, Here'; how CBR REFRESH wor_. The die contains an

Internal counter which i_ inilialized to a random count when the device

is powered up Each lime a CBR REFRESH is performed, the device

refre_he* a row baaed on the counter, and then the counter is incremented

When CBR REFRESH is performed again, the next row is rei;reshed and

the counter is inc'_,mented The counter will automatically wrap and

contanue when it reache= the end ofit_ count There is no way to reset the

counter The user do_ not have to supply or keep track of row addresses.

Stnoe CBR REFRESH uses the internal counter and not an _xWrnal

address, the addr_*s buffe_ _'e powered down. For power-sensitive

applications, this elm be a benefit because thee i_ no additional current

used in savitchin 8 eddrees lines on It bull, nor will the DRAMs

pull extra power ifthe addrmm vollage is at an intermediate state.

Adapted f_: Mi_ Technical _1cl e 'I_I*04-30: "Various M_I_ od_ o_DRAM Re_la."



TCK

TDI

IEEE JTAG 1149.1

TAP Controller

(State Machine)

Latch _L

Shift Register

Shift Register is

undefined in TEST-

LOGIC-RESET State

/

$
Parallel Latch

ChipControl

IEEE JTAG 1149.1 TCLK

OSC I

CLK

TCLK

The CLK pin may tam into an output driving low, clamping

the oscillator's output at a logic '0" The TAP controller can

not reset and restore VO operation Most F'PGAs do not have

the optional TRST* pin Note TRST*, when present, has a

putl-up

[
I

%

IEEE JTAG 1149.1 - Scan Path

SERIAL INPUT SERIAL INPUT
, _----

ct

cl ±

s¢

_TEM
"_ 2 - STATE

OUTPUT

3 - STATE

BIDIRECTIONAL
OUTPUT

IEEE JTAG 1149.1 - Scan I/O Cell

To Next Pin

"]_ . .

0 Out Enable _ L_

r

Data Out

r

T
3TAG DATA PATH

JTAG Upset Effect - Step Load
TCK and TMS=I Not Guaranteed Solution
lOG T

ego

_00 "1 Eh"_d X SEE Tell
8NL 02,_1

400 4 NASJVGSFC

3001 BBPaltlrn/2pmEP/xlB3

Bromine

!O0 -_

o $ to 15 2o 25

l_me (See)

JTAG Upset Effect - Step Load
Second Distinct Failure Mode

12

_o __

8

4. Brand X SEE Test

BNL 02_ll&t

2 4 s 8 t2 14 I,

Time (See)

2



JTAG Upset Effect - TCK On

_a

]

i

Sample of 3 JTAG 'Upsets'

(-250 _S*o_sm/_l*/

SEE Results - Loss of Functionality
Atmel AT28C010 EEPROM, D/C 9706

_ .
(J 10_ I I [ I I I L

LET (MeVl(mg/c m2))

"'Sm$t* Event Fun_toaal laaa'rupt ($_ gin,if ivity m E_ROM*," R. Ko_ 19911,_PLD
Imem_ianltl Col_ferm¢_. Ccemb*ll, MD

Atmel AT28C010 EEPROM, D/C 9706
Type I Errors

• Manife_ed by the appel'mCc orrepe_ed crronk once lhe rtr_t ¢xr_ had been

detected durin8 io_ imKlit ira, H_-. the firl error _pca_d at lorr_ point in time,

which wee Ires _ teadi_ cycles ('cycle" iJ 6d'uwd in Sectinn If) _]¢t the

_e had ll_L ThereaP_t we #_'ved me enef evt_ fe_ ¢y¢1¢_.

• FJ'zori we_ _lta_ bit_ in one w_d at vlt_us _ Icgatiom.

• $iraultw, eot_ly with the obm'v_on of the t'tm error, the device bill curare|

mcn_u_d Io 26 mA _om 20 rnA (no*real, p*_-¢rrc¢ cmdition_ The biu cum_
c_inued to b e 26 mA Imfil the rc_d_ proem slopped, At tl_ _ the currY[

becm_ 0.2 mA (quieucml I_¢1_

• Wh_ the device wa_ read again (witheu_ power-cyclh_, the bim curr_ returned

to 26 mA and ew¢_ _pet_d again (evm without the beam)

• ff the power to the device wm _lut c_T md re._ed _lin (l_V_lCyC[ed), the

_¢vicc again fur_tioned probity (ke-. no errors)

• In _x,_ in.race w_ continued _ in'edition without pow_-cydir_ for i Ion_ tim_,

until the device no longer *h_ved my m'c_. It appeared that the _t'ect ed bit

unde_mt tdditic_tl upset, r_ur_in E to the orisinal polmty and thereby c orrectin_

the pr_

Atmel AT28C010 EEPROM, D/C 9706
Type II Errors

• Manifested by "00" in all address locations,

once the first "00" was read.

• These errors could be removed only by

power-cycling the device.

Atmel AT28C010 EEPROM, D/C 9706
Type III Errors

• Characterized by occasional errors in a byte,

which appeared once in many cycles. There was

no 'al_er-effect' for this type of error. In other

words, one error appeared independently once in a
while.

• Caused by an upset in the output buffer.

X28HC256 CMOS EEPROM
Xicore, D/C 9140

• Upset mode which also required the cycling of

power to clear.

_,io"

R _0"

" m

it tcr

SEF} l

_ il ] [" _ ] I [ ,]," ! I_.

o 10 _0 30 40 SO _0 70 _ _0 _o0



Loss of Functionality
Serial PROM

* XilirLx XQR1701L

- 10% saturated intercept at LET=6 MeV-

cm2/mg, 1.2xl 0 -s cm:Jdevice

Reference: DS062 (v3.0)February 8, 2001

XQRI70IL

Stuck _ 0 - x4093

4<.°,.. _._.° _,'.,..°..',,.,_ "'',4"_" •

ter¢u.vl_',ml;

I
i

Loss of Functionality
Processors

• Processor simply stopped functioning
without showing any observable bit errors.

• Noticed lookup in many microprocessors
including MG80C 186, MG80C286, and
XC68302.

• Sensitivity to lookup was essentially
independent of the test programs.

I,,mlcro*f{_,,' Co_ f*r_¢t, GctGnl_lt, MD.

Loss of Functionality

Processors: XC68302 Example

-_ ,o--2

(

10" 4

o {0-s

I0"_ I-- ""

t !. I I {. "I __1.
5 _0 15 20 25 30 35

LET_eV/(m_c_;Z}]
4O

4



Miscellaneous

LVDO Regulator Failm'e
LM11173"-3.3 LVOO Hewy l_ Tel

N._.%/_GSFC

S/hi 3. Run 15

lo_n*. 45 O*g_e*. 82 x 10 _ pJcm:_ec

LET - 847 MOV- cm2_ng

BNL, _, l ggg

s _o

Vowr 3 3V -) 4 4V I

Destructive

-....
T_me ¢sl

FRAM Memory Functionality

Loss During Total Dose Test

q

IA ,_u e.l_ cu...m_ meu=r_u ar _ wr_ ar_l _ p._ml/IP, AI_ _ tlrlPn |

Th_ _d ,,t_4y_ _hM Rdhm (mr_r_ lad R _r_rm _rm rib ¢_u*la_ _k_ I



EDAC Techniques

EDAC Method

Parity

Cyclic Redundancy

Check (CRC)

Hamming Code

Reed-Solomon Code

Convolutional Code

Overlying Protocol

EDAC Capability

Single bit error detect

Detects if any errors have occurred in a

given structure

Single bit correct, double bit detect

Corrects multiple and consecutive bytes
in error

Corrects isolated burst noise in a
communication stream

Specific to each system. Example:
retransmission protocol

From LaBel

Control-Error Protection

Schemes

......................... _:,_._ ._y_. _._t,



Definitions (1)

Single Event Upset (SEU) is a change of state or transient

reduced by an ionizing particle such as a cosmic ray or proton

in a device This may occur in digital, analog, and optical

components or may have effects in surrounding circuitry

These are "soft" bit errors m that a reset or r_vriting of the

device causes normal behavior thereafter A full SEU analysis

considers the system effects of an upset For example, a single

bit flip. while not damaging to the circuitry involved, may

damage the subsystem or system (i e., initiating a pyrotechnic

event)

Single Hard Error (SHE'J is an SEU which causes a

permanent change to the operation of a device An example is

a permanent stuck bit in a memory device,

Definitions (2)

Single Event Functional Interrupt (SEFI'I is a condition

where the device stops operating in its normal mode, and

usually requires a power reset or other special sequence to

resume normal operations It is a special case of SEU

changing an internal control signal One example would be

a DRAM entering the test mode def'med by IEDEC

Another example is a microcircuit with IEEE 1149 1 JTAG

circuitry leaving the TEST_LOGIC_RESET state and

loading an unintended instruction into the instruction

register (IR) Like other SEUs, the system effects must be

properly analyzed. For example, a JTAG upset can cause

the device to draw high currents or turn inputs into an

output The latter could, for example, drive a clock line to

ground; thus, an independent clock signal should be used for

the TCLK pin on devices without the optional TRST* pin.

Definitions (3)

Sint, le Event Latchup (SEL_ is a potentially destructive

condition involving parasitic circuit elements forming a

silicon controlled rectifier (SCR) In traditional SEL. the

device current may destroy the device if not current limited

and removed 'in time." A "microlatch' is a subset of SEL

where the device current remains below the maximum

specified for the device. A removal of power to the device is

required in all non-catastrophic SEL conditions in order to

recover device operations.

Singl e l_yent Burnout (SEB) is a highly localized burnout

of the drain-source in power MOSFETs SEB is a

destructive condition

Definitions (4)

Single Event Gate Rupture fSEGR_ is the burnout of a gate

insulator in a power MOSFET SEGR is a destructive

condition,

Linear Energy Transfer fLET) is a measure of the energy

transferred to the device per unit length as an ionizing particle

travels through a material. The common unit is MeV-cmZ/mg

of material (Si for MOS devices).

LET threshold tLETIII_ is the minimum LET to cause an

effect The JEDEC recommended definition is the ftrst effect

when the particle fluence = 10 7 ions/era z

Definitions (5)

Cross section 0iema_ is the device SEE response to ionizing

radiation For an experimental test for a specific LET, sigma

= #errors/(ion fluence). The units for cross section are em z

per device or per bit.

Asvrnptotic or saturation cross section (slgmasat} is the

value that the cross section approaches as LET gets very

large

Sensitive volume refers to the device volume affected by

SEE-mducthg radiation The geometry of the sensitive

volume is not easily known, but some information is gained
from test cross section data


